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Creditors Audit Review 2016/17

Introduction

As part of the 2016/17 Internal Audit Plan, a review has been undertaken of the controls and procedures in place in respect of the 
Creditors system at Allerdale Borough Council (ABC). The aim of this review is to provide management with assurance that the 
system is robust and operating as intended and provide recommendations for improvement to add value and improve the 
achievement of objectives if appropriate. A walkthrough review consists of testing a single transaction only unless control 
weaknesses are identified requiring further examination. Various transactions were selected for testing and observations completed 
in order to confirm the controls in place.

Assurance Risk and Audit would like to thank all staff involved during the course of the review for their help and assistance.

The objective and scope for all financial systems was defined in the audit brief issued to all relevant staff on 4 August 2016.

Walkthrough testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Period end 
reconciliation

Confirm creditors 
ledger transaction 
totals agree to general 
ledger postings

Data integrity; 
Efficient and effective 
process; Compliance; 
Counter fraud; ICT 
workflow.

Comprehensive Testing confirmed period end reconciliation is 
performed on a monthly basis. Oversight is 
provided by the completion of a central 
document to confirm reconciliations have 
taken place which is monitored by the 
Financial Services Manager.

Creditor 
account 
management

Bona fide supplier. 
Duplicate supplier 
accounts are 
necessary as a result 
of system functionality. 
Distinction is clear. 
Changes are 
documented. Changes 
of bank details 
verified.

Data integrity; 
Efficient and effective 
process; Counter 
fraud.

Substantial Testing and discussions with the Technical 
Services Officer confirmed a good system of 
controls to authenticate Creditor information. A 
recommendation was made in the last audit 
review to amend the new supplier sheet to 
provide assurance that the necessary 
verification checks had been made and to 
provide an audit trail as this sheet is scanned 
into Total as evidence. The department has 
created a central point on their shared drive to 
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Area Control Objective Control 

Environment
Assurance 
Opinion

Commentary

store evidence of new supplier verification 
checks as an alternative to amending the 
sheet. Sample testing of other departments 
confirmed that each department carries out 
their own new supplier verification checks and 
follows the correct protocols when choosing 
suppliers and service providers however 
Financial Services staff ensure that they have 
ownership of these checks as a second line of 
defence.

Purchase 
invoice / 
credit note 
processing

Invoices are valid, 
relate to authorised 
expenditure, correct 
posting, incl VAT. No 
duplicates. Efficient 
use of system 
functionality. Credit 
notes used. No repeat 
orders to avoid 
authorisation 
hierarchy.

Objectives; Data 
integrity; Efficient and 
effective process; 
Compliance; Counter 
fraud; ICT workflow.

Comprehensive Testing confirmed appropriate authorisations 
in place and good controls to identify and 
prevent duplication. Discussions with key 
competent members of staff demonstrated 
correct posting and efficient use of credit 
notes.

Procurement 
card 
transactions

Card transactions are 
valid, authorised 
expenditure, could not 
be obtained from 
registered supplier 
with evidence of value 
for money

Efficient and effective 
process; Safeguard 
assets; Compliance; 
Counter fraud.

Substantial Sample testing demonstrated authorised 
expenditure and valid transactions appropriate 
to the purchase to encourage value for 
money.

Creditor 
payments

Payments relate to 
invoice transaction, 
cleared and due for 
payment. Manual 
payments (Direct 
Debit etc.)

Data integrity; 
Efficient and effective 
process; Safeguard 
assets; Compliance; 
ICT workflow.

Comprehensive Sample testing of manual and automatic 
payments including direct debit payments 
confirmed a robust system of clearing and 
payment and allocation to the General Ledger. 
Observation confirmed the Construction 
Industry Scheme monthly submission process.
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Area Control Objective Control 

Environment
Assurance 
Opinion

Commentary

Performance 
indicators

Appropriate PIs are in 
place to manage the 
service.

Objectives; Efficient 
and effective 
process.

Substantial There is a purpose built report generated and 
sent to SMT monthly and portfolio holders 
quarterly.

Recommendations

Recommendation Associated risks Priority Responsibility, due date & 
response

1 The process of issuing card 
statements to card holders should be 
electronic to avoid the need for staff to 
hand paper copies over. This will 
provide an adequate audit trail and 
streamline the process.

Loss of data; Efficient and 
effective processes.

Low Discussed with management and 
agreed that this would not be 
progressed as the time it would 
take to implement this control is 
not practical in relation to the risk 
associated with the loss of 
documents.

Debtors Audit Review 2016/17

Introduction

As part of the 2016/17 Assurance, Risk and Audit Plan, a review has been undertaken of the controls and procedures in place in 
respect of the Debtors system at Allerdale Borough Council (ABC). The aim of this review is to provide management with 
assurance that the system is robust and operating as intended and provide recommendations for improvement to add value and 
improve the achievement of objectives if appropriate. A walkthrough review consists of testing a single transaction only unless 
control weaknesses are identified requiring further examination. Various samples were selected for testing and observations 
completed in order to confirm the controls in place.

Assurance Risk and Audit would like to thank all staff involved during the course of the review for their help and assistance, in 
particular Kathryn Gibbon, Technical Officer.

The objective and scope for all financial systems was defined in the audit brief issued to all relevant staff on 4th August 2016
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Walkthrough testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Raising 
Invoices/Credit 
Notes

Invoice transactions 
agree to service 
department requisition 
including postings and 
VAT. Processes 
completed in a timely 
manner.

Credit note 
transactions agree to 
service department 
requisition, including 
posting, VAT and 
original invoice.

Objectives; Data 
integrity; Efficient 
and effective 
process; 
Compliance; 
Counter fraud; ICT 
auditing.

Substantial (due 
to extent of 
manual input 
required)

Four distinct processes are used in the 
debtors system (sundry debtor (SD), 
periodical (P), trade waste (TW) and service 
processed - building control (BC), a sample 
invoice and credit note from each was 
selected for testing. The testing reflected 
the process observed with the Technical 
Officer (TO) confirming consistency of 
application. Batch controls are used to 
confirm the accuracy and completeness of 
data input. 

The periodical invoice was raised late and 
the External Credit Note Requests (ECRF) 
were not dated with the received to finance 
date. All sample invoices and credit notes 
were processed within 5 working days in 
line with service standards. See area for 
improvement 1.

Payments Income is posted 
correctly in Civica 
Icon, Total General 
Ledger (GL) and 
subsidiary systems 
immediately on receipt 
for all payment 
methods - manual and 
automated.

Data integrity; 
Efficient and 
effective process; 
Counter fraud.

Substantial (due 
to extent of 
manual input 
required)

Observation and testing confirmed that a 
combination of system and human controls 
ensures correct processing of payments 
and credit notes. 

Payments without a valid customer 
reference are posted initially to the Debtors 
suspense account. This is extremely well 
managed with transfers to the correct 
account and invoice being made promptly. 
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Area Control Objective Control 

Environment
Assurance 
Opinion

Commentary

Payments in suspense during the 
observation were all allocated promptly to 
the appropriate invoice. All samples tested 
were processed correctly.

Recovery Debts are reminded 
and escalated 
promptly as they 
become overdue

Objectives; Data 
integrity; Efficient 
and effective 
process; 
Compliance; 
Counter fraud; ICT 
auditing.

Substantial (due 
to extent of 
manual input 
required)

Observation and testing confirmed that a 
combination of system and human controls 
ensures effective processing.

Refunds Return invoice 
overpayments/credit 
balances

Data integrity; 
Efficient and 
effective process; 
Compliance; 
Counter fraud ICT 
auditing.

Substantial Walkthrough and testing confirmed that a 
combination of system and human controls 
ensures effective processing.

The TO is aware of potential money 
laundering activities, however her deputy’s 
would not be. No specific Money 
Laundering training has been provided to 
new or existing post holders. See 
recommendation 1.

Discussion confirmed, Academy check is 
completed to identify if the debtor has 
further debts within the council against 
which the refund could be allocated, 
evidence of this check is not recorded. See 
area for improvement 4.

No checks are completed prior to any 
Council Tax, NNDR and HB refunds being 
issued.
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Area Control Objective Control 

Environment
Assurance 
Opinion

Commentary

Moving forward there is a project that will 
review the debt management processes 
within Allerdale Borough Council. The 
Assurance, Risk and Audit Assistant will be 
providing advice to support this project.

Write Off 
Procedure

Remove debts with no 
current prospect of 
recovery

Data integrity; 
Efficient and 
effective process; 
Compliance; 
Counter fraud.

Comprehensive Walkthrough and testing confirmed that a 
combination of system and human controls 
ensures effective processing. Testing 
confirmed the recommendation, 
authorisation, continuity of records and 
processing of transactions was consistently 
and accurately recorded.

Payment 
Plans/instalments

Appropriate for debt; 
monitored for default.

Data integrity; 
Efficient and 
effective process; 
Compliance.

Substantial (due 
to extent of 
manual input 
required)

Testing confirmed that payment plans were 
in-line with procedures, appropriate for debt 
and monitored for default.

Sample test showed payment agreement 
signed by the TO but there was no note as 
to who requested the payment plan on total. 
The TO agreed to add note in future. See 
area for improvement 2. 

Sample test also confirmed the date 
Payment Plans/agreements were passed to 
Legal for recovery was not recorded. See 
area for improvement 3.

Reconciliation Confirm debtors 
ledger transaction 
totals agree to general 
ledger postings

Objectives, Data 
integrity, Effective 
and efficient 
process, 
compliance, ICT 
auditing.

Substantial Walkthrough and testing confirmed that a 
combination of system and human controls 
ensures effective processing of monthly 
Ground Rents and Accounts Receivable 
reconciliations for (October 2016). 

The Ground Rents Control Account 
Reconciliation report and Monthly 
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Area Control Objective Control 

Environment
Assurance 
Opinion

Commentary

Certification Form were not countersigned 
by the Interim Accountant or signed off by 
Financial Service Manager which would 
provide independent oversight. 

Performance 
Indicators

Appropriate PIs are in 
place to manage the 
service.

Objectives; Effective 
and efficient 
process.

Substantial TO advised there are no performance 
indicators in place for debtors. However, the 
aged debt is reported quarterly to Executive 
and the Policy Team (Scrutiny) as part of 
the quarterly performance report for 
information.

Areas for improvement

Area for improvement Associated risks Priority
1
Raising 
Invoices/Credit 
Notes

Date debtors received ECRF form should be recorded as 
confirmation of date received by finance, this would be 
beneficial to performance manage efficiency of the 
system, prompt processing or potential resource issues 
causing backlogs. 

Data integrity; performance 
management

Low

2
Payment 
Plans/instalments 

Payment Plans/agreements should state who 
requested/agreed them with the debtor for a clear 
management trail and authorisation management.

Data integrity; performance 
management; authorisation 
management

Low

3
Payment 
Plans/instalments 

The date Payment Plans/agreements were passed to 
Legal for recovery should be recorded for a clear 
management trail of actions and to performance manage 
efficiency of the recovery system, prompt processing or 
potential resource issue.

Data integrity; performance 
management; authorisation 
management

Low

4
Refunds

Checks completed to confirm there are no outstanding 
debts prior to refund and write off action being taken 
should be recorded. 

Data integrity; performance 
management;

Low

Agreed Action
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Agreed Action Associated risks Priority Responsibility, due date & 

response
1
Refunds

The debtor’s team need to be 
clear of their responsibilities to 
be aware of potential money 
laundering activities. Formal 
training would be beneficial for 
the debtor’s team.

Data integrity; money 
laundering, fraud. 
Reputational risks. Financial 
loss.

Low Finance Business Partner

Date: Due to the need to establish 
the right training needed, a set 
date could not be agreed, therefore 
it was agreed that the action would 
be completed by the end of the 
financial year, 31 March 2018. 

Payroll Review 2016/17

Introduction

As part of the 2016/17 internal audit plan, a review has been undertaken of the control activities, policies and procedures currently 
in place regarding payroll administration at Allerdale Borough Council (ABC). The aim of this review is to provide management with 
assurance that the system is robust and operating as intended and provide recommendations for improvement to add value and 
improve the achievement of objectives. 

The objective and scope for all financial systems was defined in the audit brief issued to all relevant staff on 4 August 2016.

Walkthrough testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Payroll 
reconciliation 
to general 
ledger

Monthly payroll total in 
SAGE reconciled to 
Total general ledger 
postings

Objectives; Data 
integrity; Efficient and 
effective process; 
Compliance. 

Substantial due 
to extent of 
manual 
intervention 
required

This continues to be spreadsheet based rather 
than direct interface and requires initial 
manual transfer of data from the SAGE payrun 
export. However observation of the finance 
team’s knowledge and experience provided 
confidence that the manual process is 
completed accurately.  

Independent reconciliation between SAGE 
and Total completed and successfully re-
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performed.

Salary / Basic 
pay

Starters, leavers and 
movers are paid in 
accordance with their 
contract of 
employment. 

Data integrity; 
Efficient and effective 
process; Compliance; 
Counter fraud; ICT 
workflow.

Substantial A sample of one starter, leaver and mover 
were selected for testing. The administration 
of the Human Resource process was 
ineffective and allowed the sample starter 
form to be only partially completed and missed 
out information that the Payroll team needed 
i.e. job description. See area for 
improvement 1. 

No duplicate employee checks are carried out 
nor is there a provision to record this on the 
form. See area for improvement 2. 

During the observation it was noted that there 
is currently no trained deputy for the Assistant 
Accountant (payroll), who completes the 
majority of the Payroll processes, which 
includes processing the payrun. See Agreed 
Action 1. 

Observations of the payrun variances process, 
identified that the report used in practice was 
not fit for purpose due to the amount of 
manual input needed. The team have reverted 
to using a previous exception ‘net sage report’ 
as this works better for the team and provides 
them their assurance. 

The sample mover confirmed no notification to 
the Accountancy Team to feed into budgets is 
completed. Discussions confirmed a vacancy 
management form completed by HR then 
forwarded to finance would be useful to 
providing prior notification to feed into the 
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budget forecasting. See Agreed Action 3. 

Overtime Payment only for 
authorised hours 
worked in accordance 
with contract

Data integrity; 
Efficient and effective 
process; Compliance; 
Counter fraud; ICT 
workflow.

Comprehensive Effective procedures and processes are in 
place to ensure that relevant employees are 
paid correctly, this includes reconciliation on 
type of pay, rate and calculated pay reflecting 
the functionality of the SAGE payroll system. 
System automatically calculate rates of pay 
and totals in SAGE. The monthly review of 
pay element variances as part of monthly 
payrun processing provides oversight over 
accuracy of these payments. See area of 
improvement 3. 

Mileage and 
Expenses

Only valid and 
authorised expenses 
are paid. Iclaims 
interface.

Data integrity; 
Efficient and effective 
process; Compliance; 
Counter fraud; ICT 
workflow.

Comprehensive 
processing 

Limited HR 
drivers insurance

The process in place ensures the relevant 
employee’s expenses are paid correctly using 
the i-claims application with a reconciliation to 
SAGE. 

Individual claims entered into i-claims 
application, data exported into SAGE and 
totals reconciled.  The review of pay element 
variances as part of monthly payrun 
processing provides oversight over the 
accuracy of these additional payments.

Discussions with Human Resources confirmed 
a need for clarification of roles in terms of the 
responsibility for the management and 
monitoring of employee drivers licence and 
insurance documentation. There was 
confusion surrounding ownership of this 
function which results in a lack of any 
assurance on this matter. See Agreed Action 
4.



Internal Audit Reports Quarter One 17/18 Appendix A
Sickness Records of sickness 

absence enable 
adjustment of pay in 
line with contract.

Data integrity; 
Efficient and effective 
process; Compliance; 

Substantial Sickness absence is logged in SAGE HR, but 
requires a manual process to notify Payroll as 
there is no synchronisation to SAGE Payroll. 

Processes need to be improved for a 
consistent approach for the notification of 
absence to ensure the correct level of sick pay 
is processed. The current process is inefficient 
and errors were identified during the 
observation. A more efficient way of providing 
the Payroll Team access to the HR sickness 
information needs to be identified to reduce 
the margin for error. See Agreed Action 5.

Deductions Statutory and other 
deductions are made 
from monthly pay and 
based on an 
authorised instruction.

Data integrity; 
Efficient and effective 
process; Compliance; 
ICT workflow.

Comprehensive System parameters are set to determine 
statutory and other non-variable deductions 
applied to monthly pay. Non-statutory 
deductions are applied on receipt of 
authorised instruction. Deductions are 
reviewed and reconciled, a payroll summary 
report is completed to provide a variance 
overview month on month, this is authorised 
by management.

Payment Payments to 
employees made by 
BACS, net of 
deductions, on time. 
Deductions paid over 
to relevant bodies on 
time.

Data integrity; 
Efficient and effective 
process; Compliance; 
Counter fraud; ICT 
workflow.

Comprehensive Processes and procedures are in place to 
ensure employees are paid on time and also 
for deductions to be paid promptly to the 
relevant third parties, including balancing key 
totals at each stage. A full review of pay 
element variances is completed as part of 
monthly payrun processing to confirm 
variances are appropriate prior to the payrun 
being authorised.

System 
security and 

User permissions, 
system admin, back 

Data integrity; 
Efficient and effective 

Substantial It is not possible to view historical data in 
SAGE payroll relating to previous pay periods. 
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document 
management

up, standing data process; Compliance; 
Counter fraud; ICT 
workflow, DPA 
compliance

Reliance is on the reports exported for each 
payrun to obtain such information. Back ups 
are performed manually by the payroll team 
these are completed on an ad hoc basis as 
required, there is an increased risk to the 
integrity of back up data due to the SQL 
format of the data stored in SAGE. 
This is an ongoing risk to data integrity for 
systems operating outside the Councils 
standard back-up regime.

During observations in HR it was highlighted 
there was low awareness of responsibilities for 
information retention management. Records 
appertaining to employee files are not 
managed in line with the corporate Retention 
Policy. See Agreed Action 2.

Performance 
indicators

Appropriate PIs are in 
place to manage the 
service.

Objectives; Efficient 
and effective process

Comprehensive Statutory returns to HMRC for deductions 
were uploaded direct from SAGE in a timely 
manner after the March payrun. Monthly 
payroll was processed on time for period 
reviewed.
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Areas for improvement and Agreed Actions

Number Area for improvement 
1. Starter forms and checks should be fully completed and annotated accordingly, to allow finance to effectively complete 

their processes and provide assurance that all actions have been completed.
2. Duplicate employee checks should be completed by Human Resources and recorded to provide assurance on data 

integrity and to avoid making duplicate payments (NINO could be used, or name and DOB). 
3. Hourly pay ceased from 01.04.2015 therefore the standard form used ‘standard Hourly Pay and Overtime claim form’ 

needs to be renamed. Following the new flexi time policy, additional guidance to staff would be beneficial to confirm 
changes.

Number Agreed Actions Associated risks Priority Responsibility, due date 
and response

1. Officers responsible for the delivery of 
the payroll service should have relevant 
training to ensure all payroll tasks have 
an assigned officer and a suitably trained 
deputy to ensure service delivery. 

No service cover. Incorrect 
payments to employees and third 
parties. Data quality. Data 
security issues, additional cost to 
council. Reputational damage.

Medium Financial Services Manager

30 July 2017

2. Employee’s files should be kept up to 
date and held in line with retention policy. 
Files should be sorted/checked regularly.

Data quality. Data security issues. 
Reputational damage.

Medium Head of HR

31 May 2017
3. When a vacant post arises a vacancy 

management form should be completed 
by HR and forwarded to finance to feed 
into budget information in all cases.

Budget forecasting is inaccurate. Low Payroll Officer and Head of 
HR

19 May 2017
4. Clarification of ownership and roles in 

terms of the responsibility for the 
management and monitoring of 
employee drivers licence and insurance 
documentation needs to be confirmed 
and managed appropriately.

Employees not covered by 
insurance. Public liability. 
Reputational damage. Additional 
cost to council. Driving illegal.

High Head of HR

16 June 2017

5. Finance (payroll) and Human Resources 
need to agree and implement a formal 
approach to sharing sickness information 
efficiently and effectively.

Incorrect payments to employees. 
Additional cost to council. 
Incorrect sickness data. 
Performance management.

Medium Head of HR

30 April 2017
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Main Accounting Audit Review 2016/17

Introduction

As part of the 2016/17 Internal Audit Plan, a review has been undertaken of the controls and procedures in place in respect of the 
Main Accounting operations at Allerdale Borough Council (ABC). The aim of this review is to provide management with assurance 
that the system is robust and operating as intended and provide recommendations for improvement to add value, if appropriate. A 
walkthrough review consists of testing a single transaction only unless control weaknesses are identified requiring further 
examination. 

Assurance Risk and Audit would like to thank all staff involved during the course of the review for their help and assistance. The 
objective and scope for the main accounting review was defined in the audit brief issued to all relevant staff on 4th August 2016.

Walkthrough testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Budget 
Management

Setting and approval 
of anticipated income 
and expenditure with 
ongoing monitoring. 

Objectives, Data 
integrity, Effective 
and Efficient, 
Compliance

Comprehensive Workshops are held with budget holders to 
improve knowledge, improve forecasting, 
increase data quality and better inform 
business decisions. Testing confirmed end of 
16/17 year procedures included a guided 
workshop to help budget holders accurately 
close down accounts and account for any 
accrual expenditure. Further training was 
identified as part of the Banking and Receipts 
audit review 2016/17 and these training 
sessions are ongoing. The finance team 
continues to request an evidence-based 
approach to end of year budget 
management. For example in the case of 
accruals the budget holder must ensure that 
they attach evidence of the accrual such as a 
copy of the invoice.  Going forward the 
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Area Control Objective Control 

Environment
Assurance 
Opinion

Commentary

finance team is making it clear to budget 
holders that any requests for journals or 
virements must include evidence which is an 
excellent way to embed and encourage 
responsibility and accountability and will help 
budget holders plan and monitor their 
expenditure better and provide transparency. 
The Financial Regulations document has 
been re-written to reduce the volume and 
bring practices and responsibilities up to 
date.

Control 
Account and 
System 
Management

Confirm general 
ledger balances 
match subsidiary 
ledger / system 
outputs.

Data integrity, 
Effective and 
Efficient, Compliance 
and ICT.

Comprehensive Testing as part of the Debtors, Creditors, 
Payroll, Housing Benefit, Verification, 
Calculation and Payments, Council Tax and 
NNDR audit reviews all confirmed ledger 
balances for the period tested matched the 
respective subsidiary ledger system outputs.

Virements Adjustments to 
approved budgets are 
completed in a 
consistent and robust 
manner.

Objectives; Data 
integrity; Effective 
and Efficient, 
Compliance; Counter 
fraud; ICT.

Comprehensive Testing confirmed that the finance team 
ensures that adjustments are appropriately 
authorised. Attendance at an end of year 
finance workshop demonstrated that reasons 
for adjustments will be published. Therefore 
budget holders must be able to provide 
evidence of the need for the adjustment and 
submit this with the request. There are 
therefore robust controls in place to ensure 
integrity of data going forward and accurate 
accounting which will better manage budgets 
and forecasting.

Journal 
Adjustments

Are authorised, 
recorded accurately 
and completed for 
appropriate reasons.

Data integrity, 
Effective and 
Efficient, 
Compliance, Counter 
Fraud and ICT.

Substantial Sample testing demonstrated a good system 
of controls to ensure that adjustments were 
correctly authorised. As previously stated 
going forward into 2017 budget holders are 
requested to submit evidence and a clear 
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Area Control Objective Control 

Environment
Assurance 
Opinion

Commentary

description for the reason for the adjustment 
to provide clarity and transparency and 
ensure accurate budget management.

Performance 
indicators

Appropriate PIs are in 
place to manage the 
service.

Objectives, Effective 
and Efficient, 

Comprehensive Testing confirmed financial reporting and 
management at the forefront of all 
committees and regularly reported to all tiers 
of the business. Testing demonstrated that 
corporate risks are regularly updated and risk 
workshops are attended by all managers to 
encourage ownership and sound financial 
management in all areas of the business. 
Finance workshops and self-sufficiency 
target reporting also gives assurance for the 
Performance Indicators.

Yearend 
closing/opening

Accounts cleared 
down to financial 
statements or closing 
balances carried 
forward

Data integrity, 
Compliance, Counter 
Fraud and ICT.

Comprehensive Observations of the year end process 
demonstrated a robust combined system of 
manual and automatic close down 
procedures. 

Outstanding Actions

Agreed Action 5 13/14 Review
The forced password change functionality in the Total finance system has now been activated at the appropriate frequency at the 
earliest opportunity following the release of the next version of Total when testing is completed. The upgrade has been completed 
but how to guidance is in progress.

Agreed Action 3 14/15 Review
The creation of an accessible finance one point of contact profile for all employees should be explored by management with the aim 
to have an up to date view of financial responsibility. This action now has a revised date of 31July 2016 for completion. This will 
form part of the full review of the Financial Regulations, following which all Certificate of Financial Authorities will be reviewed and 
updated. New target date is 31st July 2017.
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Area for Improvement
 

Area for improvement Associated risks Priority Responsibility, due date & 
response

1. Journal 
Adjustments

The publication of an up to date code 
book to provide visibility of budget 
holder and their deputies for all 
accounting codes.

Data integrity; 
Counter fraud

Low Action agreed, Assistant 
Accountant will carry this out. 
Target date 30th September 2017

2. Journal 
Adjustments

All journal movements are authorised 
by an email from the budget holder or 
deputy.

Data integrity; 
Counter fraud; 
Efficient/effective 
processes

Medium Noted and issue to be raised at 
financial services team meeting by 
Financial Services Manager. 
Target date 31st July 2017.

ICT Audit Review 2016/17

Introduction

As part of the 2016/17 Assurance Risk and Audit Plan, a review has been undertaken of the controls and procedures in place in 
respect of the ICT Service at Allerdale Borough Council (ABC). The aim of this review is to provide management with assurance 
that the system is robust and operating as intended and provide recommendations for improvement to add value, if appropriate. 
Areas included: Public Services Network Compliance, security controls, application administration, data processing, system 
availability and management of risks and assurances.

Assurance Risk and Audit would like to thank all staff involved during the course of the review for their help and assistance. The 
service is in the process of a restructure at present so are currently in a period of change.

The objective and scope for the ICT review was defined in the audit brief issued to all relevant staff on 20 September 2016, the 
report has been delayed due to the information relating to the Public Service Network certification being unavailable to review until 
March 2017. 
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Walkthrough testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Compliance The organisation 
complies with ICT 
management best 
practice.

Efficient and effective 
delivery, Compliance, 
safeguard of assets, 
data integrity

Substantial for 
PSN compliance, 

Limited for 
internal 
information and 
communication

Public Services Network compliance was 
granted by the Cabinet Office on 13 March 
2017. 

Internal policy relating to application 
management and the use of and security of 
technology deployed is unclear. 
(recommendation 3)

The quality of user training and awareness of 
responsibilities varies between applications, 
the organisations application and software 
inventory requires updating to reflect the 
current position. (recommendation1)

Security 
controls

Security of ICT 
systems is robust in 
line with regulatory 
standards and internal 
policy and procedure.

Efficient and effective 
delivery, Compliance, 
safeguard of assets, 
data integrity, 
Counter fraud

Substantial Survey monkey questionnaires, office walk-
rounds and 121 discussions and observations 
with the operational system administrators for 
Mayrise and Abavus were completed to 
establish the quality of the first line of defence 
in relation to information security. 
Awareness of information security was 
inconsistent, screens were regularly unlocked 
whilst users were away from their desk.
Password management varied between the 
two applications tested, in relation to failed 
attempts, forced change and password 
strength. (recommendation 1)

Application 
standards

Applications follow 
best practice for data 
input/output and clarity 
of information required 

Efficient and effective 
delivery, data 
integrity

Substantial An application standard does not exist in 
relation to the input and output of data. Forms, 
field and screen layouts and prompts are 
application specific. The ease of input of good 
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by the user quality data from the customer should be 

priority.
Two customer facing applications were tested 
(Abavus and Planning portal) to review the 
quality of the drop down options, user 
information and pre-coded fields. 
The planning portal was found to have more 
directive controls in place to improve the input 
and output of data within the application. 
Abavus had the benefit of picture options and 
location functionality. 

Operational 
Administration

The responsibilities for 
system administration 
are robust and 
consistently applied.

Efficient and effective 
delivery, Compliance, 
safeguard of assets, 
data integrity, 
counter fraud

Limited Technical and operational system 
administrators have enhanced privileges to 
perform particular actions within a system that 
standard users do not. Two operational 
system administrators provided information 
relating to their experiences. 
Defined roles and responsibilities for system 
administration are not agreed corporately, 
therefore these are adopted based on external 
system training and self-help rather than being 
based on a level of control agreed by 
management. 
This practice creates particular issues when 
staff leave and new incumbents are 
inadequately trained. (recommendation1)
Getting the most from the systems used 
should be a key priority as the organisation 
moves more towards technology based 
processes. Systems without adequate 
management reporting functionality or that 
requires the support of many standalone 
spreadsheets to support simple processes 
should be reviewed to confirm they are fit for 
purpose.
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Data 
processing

Public Services 
Network and Data 
Protection Compliance

Efficient and effective 
delivery, Compliance, 
safeguard of assets, 
data integrity, 
counter fraud

Substantial The network complies with PSN standards 
and is independently tested for vulnerabilities 
on an annual basis as part of this process. A 
large number of remedial actions have been 
cleared by the ICT team although some 
critical and high actions remain outstanding, 
the majority in the area of Patch Management. 
A detailed action plan to progress these action 
is in place.

The organisation has a retention policy based 
on the requirements of the Data Protection Act 
1998 and other stakeholders. Office clear out 
days are organised and additional confidential 
waste disposal is on hand.

A review is planned of this area in advance of 
the implementation of General Data Protection 
Regulation on 25 May 2018. The organisation 
is already getting prepared for these changes 
and assurance activities are planned for 
2017/18, engagement from the whole 
organisation will be vital.

For data processing requiring enhanced 
security a PGP (Pretty Good Privacy) system 
is in place, limited to two users in the 
organisation, this was observed in practice. 
This provides additional assurance over the 
data integrity of messages sent to and from 
central government departments via an 
encryption key system.

System 
availability

Systems area 
available and backed 

Efficient and effective 
delivery, Compliance, 

Substantial The server, applications and back up list 
provided would benefit from being updated 
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up securely to prevent 
loss of data

safeguard of assets, 
data integrity

there are plans to improve this to ensure it 
reflects current practice. (recommendation 2)
 An observation was completed of the daily 
and weekend back up process, it was 
confirmed that these are stored securely at an 
offsite location for an appropriate duration.

Risk 
management

Risks and Issues to 
the ICT service are 
managed and 
reviewed

Efficient and effective 
delivery

Substantial A ‘who, does what, when and why’ exercise to 
establish all roles and responsibilities for the 
ICT team was undertaken by the ARA Officer. 
The service managers have this information to 
use to inform their service restructure, risk 
management actions and to improve business 
resilience. 
The ICT Service has been considered as part 
of the Customer Transformation and 
Commissioning Service Risk Register and 
there are some risks that will be escalated to 
the Senior Management Team for 
consideration in line with the Risk 
Management Framework.

Areas for improvement 

 Ensure all staff have awareness of the content and responsibilities within business continuity plans and contact information 
should be brought up to date.

 In app performance management reporting should be encouraged as a business to ensure new applications generate the 
productivity, efficiency and high level of service intended.

 Risks should be escalated to the Corporate Risks and Issues log for discussion at SMT when they score 9 and above.



Internal Audit Reports Quarter One 17/18 Appendix A

Agreed Actions

Number Agreed Actions Associated risks Priority Responsibility, due date 
and response

1 An organisation standard should be 
published for application management, to 
include: Roles and responsibilities for 
system and technical administration, 
system security, password and user 
management, reporting, training and data 
input and output. To ensure all systems 
are managed consistently in an effective 
way and delivering to their maximum 
potential.

Applications are inconsistently 
managed
Full system functionality is not 
realised
Data quality is compromised
Roles and responsibilities are 
unclear. Cyber security and 
information management.

Medium ICT Manager – until 
restructure is finalised

31.12.17

2 The organisation should ensure the 
server and application databases are up 
to date and all applications have clear 
ownership of administration 
responsibilities and back up are included. 

ICT information is unclear
Roles and responsibilities are 
not defined
Business continuity plans fail

Medium ICT Manager – until 
restructure is finalised

31.12.17

3 All policies, standards and procedures for 
ICT software and hardware use, security 
and governance should be updated and 
communication to provide clarity and 
consistency for what is expected for all 
levels of users.

Employees and members do 
not know what is expected 
from them as a user of 
Council owned hardware and 
software
Acceptable use and level of 
information security is not 
clearly defined
Assets and information may 
be compromised. Cyber 
security and information 
security. Data breach.

High ICT Manager

31.8.17
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People Resources (HR) Audit Review 2017/18

Introduction

As part of the 2017/18 Assurance Risk and Audit Plan, a review has been undertaken of the controls and procedures in place in 
respect of the People Resources (HR) at Allerdale Borough Council (ABC). The aim of this review is to provide management with 
assurance that the system is robust and operating as intended and provide recommendations for improvement to add value, if 
appropriate. 

Assurance Risk and Audit would like to thank all staff involved during the course of the review for their help and assistance.

The objective and scope for the People Resources (HR) audit review was defined in the audit brief issued to all relevant staff on 
26th April 2017.

Testing and results

Area Control Objective Control 
Environment

Assurance 
Opinion

Commentary

Policies and 
Procedures

Adequate People 
Resources (HR) 
policies and 
procedures are in 
place in line with best 
practice.

Objectives; 
Effective/efficient 
processes

Limited Testing and discussions with key staff 
confirmed that key policies directly linked 
to the Council Plan require updating. All 
employees would benefit from being able 
to access policies with clear links to 
templates from one shared area available 
to all. Testing found that policies are 
reviewed as stand-alone documents to 
fulfil one purpose and no evidence was 
found of any strategy to update these 
policies in line with Corporate and 
Service risks and business planning. 
Testing demonstrated a lack of 
understanding of the consequences of 
non-compliance with policies; this 
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reduces the level of oversight and control 
throughout the organisation. 

A Disclosure and Barring Service Policy 
does not exist. To manage the 
associated risks consistently clarity 
should be provided to confirm which 
members of staff should hold current 
Disclosure and Barring Service 
certificates and clear guidelines as to the 
regularity of such documents being 
updated. 

Strategy and 
business partnering

The role of People 
Resources (HR) is 
clearly understood 
and utilised as a 
support service for 
managers and staff.

Objectives; 
Efficiency and 
effectiveness

Limited A questionnaire was issued to 90 staff 
and managers throughout the business to 
gauge experiences and expectations of a 
good People Resource service and 
assess current experiences, 53 
responses were received. Staff members 
within the People Resources department 
were also surveyed. Improvements 
highlighted by the team included a need 
for consistency of information, centralised 
policies and procedures and a need for 
an increased partnering approach to 
provide support for managers. 
Communication was highlighted as an 
area for improvement in both surveys. 
Employee satisfaction of the People 
Resources service was good on the 
whole and comments on the 
improvements needed were varied. The 
full results of the survey have been 
provided to the Head of People 
Resources for further action where 
required.
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Recruitment, 
selection and 
termination 
procedures

Adequate procedures 
in place to recruit the 
right people for the 
job. Asking the right 
questions and 
providing the right 
environment to learn 
from feedback from 
leavers.

Data integrity; 
Counter fraud; 
Efficiency and 
effectiveness

Limited New staff were asked about their 
experience of the induction process. The 
responses demonstrated varying 
experiences from very good to poor or 
incomplete. This demonstrates a need for 
consistency and effective processes 
which will improve the process and 
support the business. Discussions with 
staff concluded that opportunities for 
future learning are missed with the 
absence of consistent and objective exit 
interviews.

Performance 
Management/Training 
and development

Roles and 
responsibilities for 
performance 
management. Data 
Quality. Right people 
in the right roles.

Effective/efficient 
processes; Data 
integrity

Limited The “What Great Looks Like” 
performance management framework is 
currently being reviewed by the Head of 
People Resources. This framework 
provides the basis for discussions 
between managers and staff to develop 
and manage performance and motivate 
staff to achieve their potential. Testing as 
part of the Performance Management 
Audit Review 16/17 found that the 
framework was not being consistently 
applied.  Sample testing of training 
requests demonstrated partially 
completed documents and inconsistently 
applied processes.

Absence 
management

 Adequate People 
Resources (HR) 
policies and 
procedures are in 
place in line with best 
practice.

Effective/efficient 
processes; Data 
integrity

Limited Sample testing demonstrated a lack of 
understanding of the consequences of 
incomplete return to work documentation 
particularly in the event of a disciplinary 
action and an inconsistently applied 
approach to sickness management.
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Areas for improvement and recommendations

Recommendations
Number Recommendation Associated risks Priority Responsibility, due date 

and response
1 Human Resource Policies should be 

reviewed and updated to ensure they 
support the mitigation of Corporate Risks 
and the Councils values and objectives. 
The suite of policies should support 
management and be consistent, accurate 
and accessible.

Efficient/effective processes; 
effective management of staff 
and resources; developing 
and motivating staff and 
managers; supporting 
performance management

High Key policies will be reviewed 
within 3 months. Absence 
management policy, Change 
management policy, 
recruitment and selection 
policy and disciplinary and 
grievance policy. There will 
be toolkit support and e-
learning. An e-learning 
system will be procured to 
support this. Will provide e-
learning modules and any 
new member of 
staff/manager will be 
introduced to relevant e-
learning as appropriate to 
their role. Target date 
30.9.17. Head of Service

2 Good quality performance information 
should be instilled into the appraisal 
process to enable performance to be 
linked to objectives and to improve 
performance management.

Data integrity; 
Effective/efficient processes; 
Compliance; Performance 
management; making 
informed business decisions

Medium There has been a lot work 
done already and a lot more 
work is well underway and it 
will produce more rounded 
appraisals. Deadline 30.9.17 
Head of Service.

3 The PR (HR) role as a strategic partner 
of all departments and a source of 
support and guidance should be 
communicated throughout the business. 
The team would benefit from being more 
visible and in raising awareness of its 
function and actively promoting the 

Data integrity; 
Effective/efficient processes; 
Compliance; Objectives; 
Failure to manage 
performance effectively;
Roles and responsibilities for 
performance management are 

Low This work will take place after 
Corporate plans for the 
service are realised. Head of 
Service. Estimated target 
date of 31st December 17.
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partnering approach with all managers. not clear; Actions to address 

poor performance are 
inconsistently applied and 
evidenced

4 Regular updating of Corporate Risk no. 6 
to provide assurance that the numbers of 
employees receiving regular What Great 
Looks Like reviews are mitigating this 
risk. 

Data integrity; Council Plan 
objectives; Effective 
performance management 
and staff development

Low Agreed that this should be 
updated monthly. Leadership 
and Talent Manager.

5 In order to carry out a skills analysis and 
inform a future up-skilling strategy in 
accordance with Council objectives it 
would be beneficial to capture all 
employee data in one area, possibly 
within a suitable software package 
designed for this purpose with the 
functionality to be adapted to incorporate 
other aspects of human resource 
information management.

Data integrity; Efficient and 
effective use of resources; 
Efficient and effective 
processes and procedures

Medium Software is being looked at 
and procured. Deadline 
30.9.17. Head of Service.

6 As training and development is a key 
integral part of the upskilling and 
investment in our people in accordance 
with the Council Plan objectives, there 
should be a business decision made to 
clarify the position of re-charging training 
and tuition fees in respect of employees 
who leave the organisation after they 
have completed their training.  This 
should be clearly communicated and all 
employees should be required to sign an 
agreement prior to the funds being 
released.

Value for money; Integrity; 
Efficient and effective use of 
resources; Efficient and 
effective processes and 
procedures

Medium Agreed. The policy will be 
updated to address this. 
Target date 31.10.17 
Leadership and Talent 
Manager.

7 Produce a “DBS” policy (as referred to 
within the Safeguarding Policy) and for 
this to be communicated to all relevant 

Counter Fraud; Data integrity; 
Safeguarding; Reputational 
Risk; Data quality

High Agreed. Head of Service will 
discuss with Joint 
Consultative Committee and 
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staff. The schedule of DBS information 
should be managed centrally within the 
PR (HR) department. A reminder system 
should be in place to ensure that staff 
and their managers are notified when this 
documentation is required.

SMT. Target date 30.9.17.

8 Exit interviews should be carried out by 
an independent manager to enable open 
and honest communication and future 
learning opportunities. The information 
should be retained by the People 
Resource department and any issues 
investigated accordingly and 
opportunities for service improvements 
acted upon.

Efficient and effective 
processes; Performance 
management; Service 
improvement; Staff retention

Low Agreed, Head of HR will 
discuss with Joint 
Consultative Committee and 
SMT. Target date 30.9.17

9 Sickness management training to be 
rolled out to managers to ensure that the 
correct procedures are followed in 
accordance with the Sickness Absence 
Policy and Disciplinary Policy. This will 
ensure that managers are aware of the 
potential consequences of non-
compliance with these policies when 
managing sickness and performance.

Efficient and effective 
processes; Performance 
management; Counter fraud; 
Data integrity; Litigation

High We are changing our 
occupational health provider 
and working with employees 
and managers around health 
promotion activities. This 
policy will be updated as 
above. Responsible Officer 
Head of Service. Target date 
30.9.17.
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Agreed actions are monitored by the Senior Management Team 
and Audit Committee. In the instance that an engagement has not 
been conducted in line with the PSIAs, the areas of non-
conformance will be reported as part of the final report.

Agreed action levels
High There is a control vulnerability that could result in 

failure to achieve corporate objectives, reputational 
damage, lead to material loss, exposure to serious 
fraud or failure to meet legal or statutory requirements. 
This includes material non-compliance with the 
Constitution, Financial Regulations or Council policies 
and procedures. Managers should address high priority 
recommendations urgently to rectify the situation.

Medium The system or procedure lacks adequate control that 
could result in failure to achieve operational objectives, 
non-material loss, or non-compliance with 
departmental operational or financial procedures. This 
would also include minor non-compliance with 
Financial Regulations. Although not fundamental to 
system integrity these risks should be addressed 
promptly as the next priority.

Low To implement this would be good practice to improve 
or enhance the system and the achievement of 
objectives. Several low risks in combination may give 
rise to concern.  

In line with the Public Sector Internal Auditing Standards (PSIAS), 
Assurance, Risk and Audit will monitor all current and future 
agreed actions. Actions will be recorded in the actions log on 
Sharepoint including all progress updates whether made by 
assigned officers directly or by Assurance, Risk and Audit on their 
behalf. Managers with Network system access have the 
opportunity to monitor these actions. Implementation dates are 
agreed before the Final report is issued, amendments to these 
dates must be agreed with Assurance, Risk and Audit.

Guide to the audit assurance opinions
Comprehensive There is a sound system of controls designed to 

meet objectives, manage risks and controls are 
consistently applied in all the areas reviewed.

Substantial There is a good system of controls and risks are 
managed. However, there are opportunities for 
improvement in the design or consistency of 
application that will assist in the achievement of 
objectives identified as being at risk in the areas 
reviewed.

Limited Key controls exist to help achieve objectives 
and manage principle risks. However, there are 
opportunities for improvement in the overall 
control environment which would enhance the 
design and application of controls, thereby 
assisting the achievement of objectives 
identified as being at risk in the areas reviewed.

Minimal The absence of basic key controls or the 
inconsistent application of key controls is so 
severe that the audit area is open to abuse or 
error. Risks to objectives are not being 
managed.


